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2008 - The world of Forensics

Lacent Print
Comparacive

Latent Print Examiners reactions differ when it
comes to latent print enhancements....

In 1997, the |Al passed Resolution 97-9, which
recognized digital imaging as a scientifically valid
and proven technology



State vs. Hayden (Washington, |1998)

A latent examiner frem (King Ceounty) treated the prints with
amido black and toock them to Erik Berg (Tacoma Police) for digital
enhancement

Prier to trial, Hayden challenged the admissibility of the digitally
enhanced evidence, saying that this was a novel technigue and
therefore it did net meet the Frye standard

Twe ferensic experts cutlined the steps that were used to enhance
the photos and also demonstrated chat chis was not a novel
process

Warrick, Patrick, Jevrral of Fererddie |decgilicticon, 3000, Vel 50
WA Court ol Appesis, 301 63-8-1, 1998, Febrsiry
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Digital enhancement technology began at NASA |PL
in the 1960's as a way to see faint galaxies against the |
bright sky




State vs. Hayden (Cont.)

The trial court ruled that the Frye test did not need to be applied
te the enhanced digital images

During the trial, the examiners demeonstrated for the jury how the
enhancements were done

The defense tried to convince the jury that the images were
altered and caused the examiners te identify the wrong man.

Three members of the jury worked for Microseft...

Hayden was found guilcy

This was the first case where digitally enhanced
latent prints withstood direct challenge under
appeal

WA Court of Appeals, 38| 62-8.), 998, February

Warrick, Patrick, Journal of Farendic klertifcaticn, 2000 Val 50



State vs. Hartman (Ohio, 2001)

The defense challenged the admissibility of digitally enhanced prines
and also the expert qualifications of the fingerprint expert to
testify regarding digitally enhanced evidence

The trial court determined that

|.) The witness was an expert (13 years of experience, 1.5 years
using digital enhancements)

2.) The witness was qualified to testify because defense never
challenged the expert’s qualifications during trial

3.) Digitally enhanced fingerprint evidence was acceptable and was
not using novel science (cited the Hayden case)

OH Suprers Coury, #7968, 1990, Febrary
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TOPICS
How to describe what a digital image is

How the data are changing when contrast
enhancements are applied to an image

How the data are affected by noise removal
programs

How the data are affected by rotations

Digital enhancement questions that may
arise in court



What is a Digital Image?

A digital image is
made of millions of

pixels, each of which
has a specific position
and intensity




Devices (CCDs)
Charge Coupled

Semiconductor

Incoming







LATENT COMPARISONS AND HOW OUR EYES WORK

We should always be comparing rdges

Why?

The eyes are good at picking out slightly off-white colors
on a white background, but not at picking out less black
pixels on a black background



Black

black
and the median stays the same.

!T_hu details are more obvious ;
in the inverted image






Most digital enhancements are
applied to latent images for the
purpose of seeing more contrast
between ridges and furrows

Vve need to be able to
- . establish the data (ridges)
- from the background

The level of grey that

| ] dominztes the image in the areas
Tl :} where there is no data (friction ridge
o o IR,
s --I dertail}
m'i-lg.l'-.q.- & 3




Levels is likely our most
A0 used tool for enhancing
latents
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Charrel; | RGE w
Input Levels: | O 100 | | 255 | Regat |
Number of T

| Load.. |
pixels with ST
that value e
| =10 a] |
af) - 255 | ontions... |
{hlatkhu‘tp_lt Levels: |0 255 (white)
E— ; &
Y
[+] Preview




PHOTOSHOP - LEVELS

st i

[nput Levets: | O

SLIDERS

® a

Cutput Levels: | O 2

LA
im




MIDEO - ADJUST LEVELS
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Any pixel that was displayed with a value of less than 200 is
rescaled to be black, making the overall image darker

The intensity values {colors) within the slider boundaries
are rescaled to range between 0 and 255.

Dutput Lewnds: |0 25
E— s r P

[] previcw




But the data are no longer : .

in a smooth continuum - " e = & ]
they are binned. ot L L [ coenl |
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This can be useful, because our eyes can not ﬁi:k.
out all of the subtle changes in grey - slight
differences in intensity become exaggerated



But the data are no longer I .

in a smooth continuum - Tt e = & ]
they are binned. ot L L [ coeel |
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But keep in mind that any details within that
intensity range are now invisible because all of
those pixels have the same value (zero)



SUPPOSE YOU ARE ASKED THE
FOLLOWING IN COURT:

Q: Does enhancing the image alter the data you are
working with in any way?

A: No. | am required to keep an original version
of every image | work with.

The fact is: IT DOES change the image that
you are working with by changing the
information your eyes can see




SUPPOSE YOU ARE ASKED THE
FOLLOWING IN COURT:

Q: Does enhancing the image alter the data you are
working with in any way?

A: The actual data in the image does not change,
however increasing the contrast does change the
information that my eyes can see. Enhancement
is used as an aid to see the ridges and furrows
better which, in turn, may lead to a better

analysis.



ANOTHER COURT QUESTION

Q: After performing adjustments on the image, how
do we know that you aren't interpreting artifacts
from the enhancement as data, and which aren’t
really data at all?”

A: “l enhanced the image in such a way that my eyes
can see the subtle changes in grey better than | could
before. It is impossible to add fictitious data to an
image by adjusting pixel values in a uniform way.”



Q: ls it possible to lose information in the image
by adjusting the contrast as you have done in this
case!”

The moment the contrast is changed in
an image, some information becomes
invisible

What’s important is that it wasn’t
information that would affect your
comparison and/or conclusion.



Q: Is it possible to lose information in the image
by adjusting the contrast as you have done in this
case!”

A: "When | enhance an image, the data are
displayed in fewer shades of grey. This allows my
eyes to see the ridges and furrows better.
Although this does technically reduce the
amount of detail present, | am confident that |
did not enhance to the point where | have lost
information that could affect my analysis.”



MNever let your pixels start to bleed together
with the same shade




Information is lost!
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Mever make the background completely white (or black);
try to keep the background grey.




MIDTONE
Sliding the slider to the right decreases the gamma value - the
overall image gets darker

Gamma Value : (intensity) /Y

MIDTONE COMNMTROLS THE
OVERALL BRIGHTNESS OF
THE IMAGE



Lewvels
Channel: | RGB v
Input Levels; | 194 | | M | | 255 |

All data in this range is
rebinned to be between
0 and 127

This value is the “newll;*""
Qutput Levek: 0 253



Chanrel: | RGB v

Input Levet: 194 | TER '_255 _:

All data in this range is re-binned
be between |28 and 255
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How do you know when to stop adjusting?

: | RGB b
ciaile Lo |

Input Levelks: | 188 | 0680 235 m
Peal from furrows (background)™

Peak from ridges | save..
Keep these outside
Auto

of those peaks

Cbput Levels: |0 255
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How do you know when to stop adjusting!?

: | RGB W
ialle Lok |

Input Levatls: | 188 060 235 I.CT
Peak from furrows (background)™

valley between the peaks

Cikput Levels: | 0 255
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OUTPUT LEVELS

removes solid black
and white by
changing where the
tonal range begins
and ends.
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APPLYING FILTERS TO IMAGES




NOISE

Any “signal” on the image that does come from the data
you are interested in is "noise”

Moise most often comes from development techniques
or the substrate

Photoshop Moise Removal Options:
DUST ANMD SCRATCHES

DESPECKLE
MEDIAN



The “noisy” pixel is
flagged by the program.
How?

It is looking for pixels that
have a value that is much
higher or much lower than

it's neighbors

The user (you) may be able to determine how
different a pixel has to be and how many neighbors

to compare against




And in a simple
case...you get this:

The program takes the

noisy pixel and makes it

the average value of the
surrounding pixels.




More realistically, the surrounding
pbeels will be a range of values.

And the noise will
just blend in better
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Dust & Scratches
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The threshold
determines the
difference in
pixel intensity
required to
replace the value
of a given pixel
with an average



Going back to our

simple example of an
array of pixels....

|th intensity - neighboring pu.im:,-| > Threshold

Threshold =200  no change to the center pbeel
Threshold = 50 center pbel smoothed
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Using a“zero" thresheld
is derrimental to the image

Using a thresheold of 255
will leave the image
unchanged
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Threshold = 115

/

Moise isn't
removed




Threshold =95

/

MNoise being
removed

\

Ridges are
unaffected




Threshold =45

. \
/‘ Ridges are

MNoise being fﬂe:md

removed




Threshold =15

¥

Be very abservant to what is being
removed from your image when
using the Noise filter “Dust and
Scratches” - change the threshold
and radius in small increments

Very obvious that the
ridges are severely
affected




MEDIANMN: reduces noise within a
box of defined size

Woarks like “Dust and Scratches”
with a zero threshold



s no options to play with

BB ks 2be definicely affected -
 not“seen” as edges by this
- pragle






ROTATION

If the rotation is not at a 90 degree interval, the data within
any given pixel is then merged into a neighboring pixel




The information gets spread over more than one pixel

Rotations like this DO change the real information
in the image (actual pixel values)







2 Did rerating your image o conduct your comparison
have any effect on the infermation you are using to reach
your conclusion?

A: Infermation is changed when retations at angles other
than %0 degrees are applied. However, the resolution of the
image is at least |000 ppi, and at this resolution the ridges,
[furrows, and pores) will be larger than one pixel. Because

these features are larger than the effects of the rotation,
rotation does not compromise my analysis.

If you notice blurriness at the edges, or if
edgeoscopy/poroscopy is something that
weighs heavily on your conclusion, consider
going back to the original image to make sure
the rotations are not degrading the image.



IN CONCLUSION

This lecture was intended to give you an understanding of what
our enhancement processes are deing to digital evidence behind
the scenes

We talked a lot about centrast changes....

We went over various Do's and Don'ts

¥YWhen remaoving noise, look at the data very
closely using small changes in threshold/radius

Effects of rotation may become important
depending on what infermatien you are using to
reach your conclusicn

Caurt questions about digital enhancements should not be feared
nor keep you from performing enhancements that may make a
comparison easier



