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Description of ABIS Interoperabillity



ABIS Interoperability

Hierarchical Interoperability (Vertical)

e Necessary for criminal records transfer and validation

o County — State —Federal

Peer-to-Peer Interoperability (Horizontal)

e Desired for cross-jurisdictional searching

Barriers to full ABIS Interoperability

Multiple vendors / Proprietary systems

Purchased by government agencies at the City, County,
State, and Federal levels

Designed through RFP process for minimal
interoperability (e.g. tenprint searches to NGI)
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Complex Issue

Latent AFIS Interoperability

TESTING SEARCH
STRATEGIES

LEGACY

AFIS Interoperability Task Force w LITS Team

- NIST/NU Latent Print AFIS Interoperablilty Work Group




History of ABIS and Interoperability



ABIS Interoperability Timeline

AFIS R&D Begins

> Manual searching FBI card
files becomes unmanageable.
Crime rates increasing

San Francisco Experiment
> Systems benchmarked
through a competitive
bidding process. NEC
selected for the first system

1970-1980 1997-1998

1969 1983

FBI Begins Prototyping % ANSI/NIST Standard Publication

> Tenprint records converted to > First AFIS interoperability demonstrated

electronic format and prototypes between Sagem Morpho, Printrak

begin testing International and Cogent Systems in an IAl
AFIS Committee report



ABIS Interoperability Timeline (continued)

% FBI IAFIS Goes Live FBI NGI Replaces IAFIS
> MitreTek IQS of large >Increased accuracy,

scale visa processing throughput, modalities.
between IDENT and IAFIS > Noblis case studies report.

> AFIS has proliferated to > LITS published
500 sites worldwide

2005-2009 2014-2015
1999-2000 2010-2013
% Priim Treaty Signed NSTC Achieving AFIS Interoperability Report
> NAS report calls out lack latent > ManTech survey on latent interoperability
interoperability in the U.S. found widespread barriers still remain

> NIST/NIJ latent interoperability
working group begins



2021 1Al BIS Interoperability Survey Results
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Biometric SME

Job Title

1.5%
ABIS Manager

4.5%

Crime Scene |nves...

6.1%

Forensic Scientist

7.6%

Crime Lab Supervi...

12.1%

Latent Print Exami...

65.2%



Does lack of interoperability impede criminal investigations?

Strongly Agree
Agree
Not Sure

Disagree

Strongly Disagree



Perceived reasons for lack of interoperability

Not Applicable
20.7%

Incompatable ABIS
27.6%

| do not wish to se...
2.3%

Other
10.3%

Time Prohibitive Lack of ABIS Func...

4.6% 14.9%
Legal Constrraints
5.7% Lack of Network C...

13.8%



“Other” perceived reasons for lack of interoperability

e “The only thing we lack is connectivity with surrounding states and we've never
approached on it, but the state we'd have the most luck with is an incompatible

system.”

e “Required to search state [AFIS Vendor] first and to not bypass even though hits
are low to nil. Implied repercussions limiting and throttling number of searches for
noncompliance.”

e “Unwillingness of vendors to interoperate and relinquish control.”
e “Technical interface or incompatible transmission specifications.”

e “Section policy.”



“Describe any issues or concerns you are aware of regarding the current
state of ABIS interoperability.”

e ‘It doesn't make any sense that we are unable to search state to state vs only within our own state and at
the federal level.”

e “Any attempt for developing Interoperability MOU ended up in the Legal Department of either agency, and
no movement was made from there.”

e “The biggest issue is proprietary software that doesn't communicate well with one another. Yes, we can
search, but we don't necessarily have all the features/tools necessary to easily compare.”

e ‘It's lacking - most purchased systems (we use “__”) don't allow for easy transition into other platforms
(like NGI).”

e ‘“State systems/requirements are mostly proprietary and do not encourage interoperability.”

e “Two different markups are required for the two different remote databases | search. It's time-consuming.”
e  “Having connectivity to Homeland Security may have benefits at times in our county.”

e “Beneficial to develop a way for all vendors to similarly and easily submit both locally and nationally.”

e “Need to re-enter and reprocess the same friction ridge impression twice for different AFIS systems.”



“Describe any changes or enhancements you would like to see to improve
current ABIS interoperability practices.”

e “Move to a more CODIS style system with centralized planning and upgrades/connections... so
agencies will at least know who to contact if they want to establish a new connection.”

® “SIB control of business processes, utilization of existing standards for interstate (direct) queries,
modernization of architecture of ABIS systems to include current standards for technical
interoperability, platforms, security, etc.”

® “One markup useable on all systems.”
e “I would like to search any database at any time.”

e “Ability to use a single ABIS scanning/encoding session to launch database searches at all levels
(local, state, & FBI) simultaneously.”

e “I'm not sure how to best address the problem, but I've felt that some sort of standard should be
established for biometric information.”



ABIS Interoperability Standards



Biometric Interoperability Standards

e ANSI/NIST-ITL
o Data Formats (primarily LE, HS, DoD) e
= Cross Jurisdictional Issues
/ -\\

ISO/IEC JTC 1/SC 37

Vocabulary/Terminology Standards

o Data Formats, System Properties, Terminology
« Electronic Biometric Transmission Standard (EBTS) / Technical Inerface Standards
o Data Structure (primarily LE, HS, DoD) ; System Property Standards
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Cross-Jurisdictional Sharing Agreements



Created in 2005
Enables
exchange of
biometric and
identity
information
Interface to
support some
Cross-
jurisdictional
AFIS searching

Prum Treaty
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Austria
Belgium
Bulgaria
Estonia
Finland
France
Germany
Hungary
Luxembourg
Netherlands
Romania
Slovakia
Slovenia
Spain



U.S. Cross-Jurisdictional Record Sharing Examples

e Interstate Identification Index (Triple-I)

o National Fingerprint File

e The National Crime Prevention and Privacy Compact Act of 1998

o FBI Compact Council

e National Instant Criminal Background Check System (NICS)



Next Steps

e Begin work with ancillary groups to kick start interoperability awareness.
® |JIS Institute Background Check Work Group

® Consortium of Forensic Organizations (CFSO)

e Need more user stories!

e Complete white paper (2/3 complete).
o Establish root causes.
o Make recommendations.

o Expand RFP guidance.



Resources

e NIST/NIJ Latent Print AFIS Interoperability Working Group

o  Writing Guidelines for Requests for Proposals for Automated Fingerprint Identification Systems

e 2014 NIJ Survey on Latent Interoperability

e Achieving Interoperability for Latent Fingerprint Identification in the United States

e Latent Interoperability Transmission Specification

e Electronic Biometric Transmission Specification

e ANSI/NIST-ITL Biometric Transmision Standard for Fingerprint and Other Image Data



https://www.nist.gov/programs-projects/latent-print-afis-interoperability-working-group
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1155.pdf
https://www.ojp.gov/pdffiles1/nij/247910.pdf
https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/NSTC/latent_fingerprint_report_may_2015.pdf
https://www.nist.gov/publications/latent-interoperability-transmission-specification
https://www.fbibiospecs.cjis.gov/EBTS/Approved
https://www.nist.gov/programs-projects/ansinist-itl-standard
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